
Trusted Key Manager for Smart Utilities
RE.Learn
What the Internet of Energy (IoE) means to power generation, transmission and distribution

Francis D’Souza – VP IoT Services

17 October 2018



Gemalto enables our clients to deliver

trusted digital services
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POWERING CONTACTLESS 

PAYMENT FROM CARDS, 

MOBILES AND WEARABLES

ENCRYPTING DATA

SO THAT IT’S UNUSABLE

IN A BREACH

CAPTURING BIOMETRIC 

DATA & VERIFYING 

IDENTITIES

PROTECTING

MOBILE BANKING

& FUND TRANSFERS

DELIVERING HARDWARE 

AND SOFTWARE TO 

CONNECT CARS

AND OTHER DEVICES

PROVIDING LICENSING 

SOLUTIONS TO PROTECT 

AND MONETIZE SOFTWARE



Quietly, utilities are becoming massive IoT networks
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Utilities need to become connected networks

► To reduce opex (field intervention)

► To get real-time consumption alignment with new distributed energy resources (DER) 

– solar and wind farms, private solar panel….

► To enable new services: Smart Home, Facility management, P2P  

Energy distribution system operators (DSO)  need to trust the 

data that is coming from the meters in order to: 

$
Monetize customer data Adapt the production supply in real 

time



The Advanced Metering Infrastructure is becoming a critical 

IoT network that opens new doors for attackers

Distribution

Advanced metering Infrastructure (AMI)



Real life story #1

Tampering with the Smart meter data

5

Cost of Fraud on 

smart meters 

>5% 
of annual turnover was at risk
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Real life story #2

Spying on the data concentration points through gateways
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Real life story #3

Attack the grid from the back-end to inflicts extensive 

damages



3 reasons for Utilties to mandate security in their networks

Fraud 

Prevention
Privacy

Protection

System

Availability



Security : It is all about 4 KEY principles
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Principle #1

Trust the source 

sending the data

Manage Strong 

identity through well 

diversified 

private keys

managed from the 

factory

(never passwords)

Principle #3

Make sure only the 

authorized servers 

can read the data 

Encrypt the data 

In all data exchanges 

to ensure privacy and 

integrity

Principle #2

Ensure that the 

exchange of data is 

among trusted 

entities

Mutual authentication 

between meters, 

gateways and back-

end through PKI

Principle #4

Enable security 

updatability on the 

meters to cope with 

evolving threats 

Sign all software 

updates and 

renew device keys



With such growing connected end-points, regulation is 

been defined in many countries

► Regulations enforcement 

(UK)

NIST : National Institute for standards & technology

 Keys update every 1 to 5 years

EU cybersecurity rules on data protection (GDPR) 

and security of critical infrastructure (EPCIP)

End-to-end data encryption & access management

► Implementing security best practices 
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Gemalto 

Trusted Key Manager

Solution overview 



Gemalto TKM brings trust to the smart grid operational 

processes

Device Identities

Management –

Smart grid PKI

Encryption engine

–

HSM

K

M

S

Smart 

grid

protocol

translator HES

TKM

On the field device identity

provisionning
Data encryption 

& integrity 

validation

Secure device 

update

Keys/certificates lifecycle 

management
User accounts 

management

Key life cycle

In factory

Key injection

Key generation

Authenticated and encrypted communication



Field deployment and operations  

Gemalto TKM enables automatic device life cycle 

management all along the smart meter processes
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Device production

T0 ~15 years

Diversified 

Credential 

injection 1

Provisioning

identities in 
SmartGrid

back-end

Device 

Maintenance

Device deactivation

or reallocation 

Device update 

Credential renewal

Signed firmware update
Diversified 

Credential

injection 2

Data transmission 

encrypted and

Cloud synchronization 

Device installation

& activation

#1 #1
#1 #1



Industry recognition 
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Link IoT Now PR

Category : 
SMART CITIES, GOVERNMENT & UTILITIES

Best Service:
Gemalto, End-to-end Cybersecurity solution for smart Utilities

https://www.iot-now.com/2018/03/21/79246-iot-global-awards-winners-named-smart-iot-london-event/


Gemalto footprint in metering business

CONSULTING & 

STANDARD

HARDWARE 

SECURITY MODULE

WIRELESS 

MODULE

TRUSTED KEY 

MANAGER

eSIM

eSECURE

ELEMENT

eSIM

 HES Provider

 System Integrator 

 Metering Factory 

 HES Provider

 System Integrator 
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 Security Design Services

 Security Evaluation

 Certification

 Data Concentrator 

Provider

 MNO

 Metering provider

 Metering provider
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Gemalto TKM Key solution benefits 

Comprehensive and Tailor made for Smart 

metering (DMLS support, PKI preconfigured)

Ready to use, allows faster time to market

Operational Simplicity to control OPEX

Future proof for growing security requirements
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