WE CAN
DO SO
MUCH
TOGETHER

What cybersecurity means

for the power generation
Industry

Santiago de Diego

santiago.dediego@tecnalia.com



Landscape

Increment in
connected devices

Old protocols with
no cybersecurity in
mind

Different devices
from different
manufacturers




Scenario becomes worse...

Systems must remain
operative during the
attack

e Availability rather
than Confidenciality

e Less eficiency in

Response time must be
extremely short

backup strategies

e Vulnerable to
Denegation of Service
attacks

e Security measures
can affect latency

Sophistication

* Defenders have a lack
of expertise

* Well-prepared
attackers

* Tailored malware
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Critical infrastructure

* Governments
involved

e APT: Advanced
Persistent Threats
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Governments, |+D Companies, Defense
Institutions, Critical Infrastructures

APTs

Financial companies, technological
companies, NGOs...

Everyone



Threats

Attacks ——

Inspiring
Business
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¢ Requirements >
Confidentiality Integrity Availability Non-Repudiation
Unauthorized Unauthorized Denial of Service or Accountability; Denial of Action
Access to Modification or Theft Prevention of that took place, or Claim of
Information of Information Authorized Access Action that did not take place

Listening

Eavesdropping

Traffic Analysis

EM/RF
Interception

Indiscretions
by Personnel

Media
Scavenging
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Modification 3

Intercept/Alter

Repudiation
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Interactions ]

Masquerade

Bypassing
Controls

Authorization
Violation

Physical
Intrusion

Man-in-the-Middle

Integrity Violation

Theft

Planted in System

Virus/Worms

After-the-Fact =

Denial of Action

Trojan Horse

Claim of Action

Trapdoor

Stolen/Altered

Service Spoofing

Repudiation

Replay

Denial of Service

Resource Exhaustion

Equipment Failure

Software Failure

IEC &08/07



Strong passwords

Access control

Training

Hardening

What if everything fails?

Disaster Recovery Plans

Resilience
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Background infrastructure to connect different devices
It can prevent an incoming attack by comparing logs

It guarantees traceability, integrity, confidenciality and
non repudiation
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