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More efficient and profitable renewable energy plants

Global technology provider

Renewables Trading Grid Integration

+ 45 Gigawatts

Advanced technology for monitoring, control, 
and management of renewable assets

Making the most of energy
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AT GLANCE About ICS
Industrial control systems are essential to the operation of 
various critical infrastructure. These systems are now becoming 
increasingly more networked and remotely accessible as 
organizations transform to meet the digital age. This 
development potentially exposes industrial control systems to 
digital threats as never before.

Since COVID-19, with a world-wide exodus of people in remote 
work, remote connections are intensively used. 

This implies that cybercrime is increasing its skills in 
accessing remote locations, for instance power generation 
facilities.

New age…

…new threats

Are we safe?
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AT GLANCE

Worms

DoS

Threats
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Main renewable energy threats and risks

Phishing
The act of sending email that falsely claims to be from a 
legitimate organization.

Social Engineering
The act of exploiting human weaknesses to gain access to personal 
information and protected systems.

Unpatched devices
An unpatched device has well known vulnerabilities that can be 
exploited on the wild. 

Ransomware
Is a type of malware from cryptovirology that threatens to publish the 
victim's data or perpetually block access to it unless a ransom is paid.

Advanced Persistence Threats (APT)
A stealthy threat actor, typically a nation state or state-sponsored 
group, which gains unauthorized access to a computer or network 
and remains undetected for an extended period.

Awareness !
We are as strong as our weakest link.



How to prepare your renewable energy assets for the new cybersecurity threats



How to prepare your renewable energy assets for the new cybersecurity threats



How to prepare your renewable energy assets for the new cybersecurity threats



How to prepare your renewable energy assets for the new cybersecurity threats

It is a malicious computer worm, first uncovered in 
2010, thought to have been in development since at 
least 2005. Stuxnet targets supervisory control and 
data acquisition (SCADA) systems and is believed to 
be responsible for causing substantial damage to 
the nuclear program of Iran. Although no country has 
openly admitted responsibility, the worm is widely 
understood to be a cyberweapon built jointly by the 
United States and Israel (source: Wikipedia).

STUXnet
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Industrial Control Systems
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What we’ll 
find in 
here?
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The CIA Security triangle

Protect the information 
from being exposed to 
an unauthorized party

The accuracy and completeness 
of data. No unauthorized changes.

The information is accessible 
to authorized users in the 
moment it is needed.
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Current environments I. Firewall based
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Current environments II. Honeypot based
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New environments. Specialized IDS
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In short

Modern power plants are using more 
and more IT infrastructures to control 
and access the plants01

03

02

04

This implies that typical IT threats are 
now present in the ICS field

The cybercrime is now more than ever 
a sector-oriented threat, so power 
plants have become one of the most 
targeting sectors

Do not ask yourself if you are safe, ask 
yourself if you’ll be ready when you are 
attacked
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Thanks!

malguacil@isotrol.com
(+34) 955 036 800

mguerrero@isotrol.com
(+34) 955 036 800

Manuel Alguacil
CISO & ICT Director.

Moisés Guerrero
Renewable Energy
Consultant


